
DEVICE COMPLIANCE POLICY 

Creating the Policy 

1. From Microsoft 365 Admin, Admin Center select   Endpoint Management. 

2. Expand the collapsed menu on the left and select Devices > Compliance 

policies > Click p +Create Policy to create a policy 

3. Specify the following properties: 

o Name: Windows 10 compliance poicy, press Enter (should be policy) but 

type name as seen  

o Description: Click in the description box and type restrictions for 

windows 10  

o Platform: Choose the platform of your devices. Your options: (choose 

Windows 10 and later) 

 Android device administrator 

 Android Enterprise 

 iOS/iPadOS 

 macOS 

 Windows Phone 8.1 

 Windows 8.1 and later 

 Windows 10 and later 

If you had chosen Android Enterprise, you would have to  select a Profile 

type: 

 Device owner 

 Work Profile 



o Settings: For settings click on Device Health to view the options, then 

close the Device Health window. 

o Click on Device Properties to view the options, then close the Device 

Properties window. 

o Follow the same steps for Configuration Manager Compliance 

o Select System Security.  For the option Require a password to unlock 

mobile device, select Require. 

o Select Block for Simple password 

o For minimum password length type 8, then press Enter. 

o For maximum  minutes of inactivity before password is required, press the 

down arrow and leave as is. 

o Click on the NEXT navigation tab at the bottom of your screen to continue 

o In the screen that appears type 30.  30 is the password expiration in days. 

o Click the down arrow twice and select Require for Defender Antimalware 

minimum version.  Also select Require for Defender Antimalware 

security intelligence and Realtime protection 

o When done click on the down arrow and select OK twice 

o Select Actions for non-compliance 

o Click on ADD, select the dropdown by send  email to user, and choose 

remotely lock the non-compliant device 

o (Wait for the click and drag action) Type 1 in the screen provided for Schedule 

days after non-compliance 

o Click on Add then select OK  

o Select Scope tag, click on Add, Choose Default.  Click on Select and OK 

o Click on Create 



 

ASSIGN THE POLICY 

o Under Manage  select Assignments.  Click the down arrow by selected 

groups, selected groups again and then click selected groups to 

include 

o  

o Select the AC All Company group 

o Click on Select to accept that group 

o Click on Save, then close the window. 

o  

 


